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Foreword

In today's rapidly evolving digital landscape,
the internet provides children  with
unparalleled opportunities for learning,
communication, and entertainment. However,
alongside these benefits come significant risks,
including online abuse, which poses a serious
threat to their safety and wellbeing. It is with
this dual reality in mind that we present the
findings of this comprehensive statistical
report on child online abuse.

This report is the result of an extensive statistical analysis aimed at understanding
the prevalence of online abuse among children, their awareness of these dangers,
and the amount of time they spend in digital spaces. By examining these aspects,
we gain valuable insights into the behaviours, vulnerabilities, and perceptions that
shape children’s online experiences.

A key finding of this study underscores the urgent need for enhanced education
and preventive measures to equip children with the knowledge and tools
necessary to navigate the digital world safely. The report also highlights
concerning trends regarding children’s screen time and their corresponding
exposure to online risks, emphasizing the importance of promoting a balanced
and mindful approach to digital engagement.

More than just a collection of statistics, this report serves as a call to action. At the
Malta Foundation for the Wellbeing of Society, we remain steadfast in our
commitment to safeguarding children’s rights and wellbeing. We reaffirm our
dedication to fostering a secure digital environment where children can fully reap
the benefits of technology without fear of harm. Through ongoing collaboration,
education, and advocacy, we aim to create a future where the internet is a space
of empowerment, creativity, and connection for every child.



Foreword

We extend our deepest gratitude to all those who contributed to this research,
including children, parents, educators, and policymakers. Your insights have been
instrumental in shaping this body of work and guiding the next steps toward more
effective interventions. A special thank you goes to MISCO International for
administering the statistical exercise and to Prof. Valerie Sollars for her invaluable
contributions in designing the survey.

Together we can harness the potential of technology while ensuring the protection
of those most vulnerable. Let us use the insights from this report to drive
meaningful change and safeguard the digital wellbeing of all children.

Marie-Louise Coleiro Preca

Former President of Malta
Founder and Chairperson of The Malta Foundation for the Wellbeing of Society



Prompted by the UN ITU guidelines issued in June 2020, the MFWS embarked
on the P.O.P - up project which explores, designs and effectively implements
solutions brought about by all four key players.

The P.O.P - up project is not a mere
awareness raising campaign. As from its
inception, the P.O.P - up project sought to
bring on board the four key players at
stake: the industry, policy makers,
parents, guardians and educators as well
as children themselves. Ensuring child | SAFE
online protection is therefore owned as a
shared responsibility by the industry,
policy makers, as well as parents, N
guardians, and educators, who are "
integral parts of the project from the very

initial stages and who seek alternative
practices in a joint and holistic manner. -—— aw

It is precisely due to this approach that the MFWS's child online protection
project goes beyond an awareness raising campaign with a cosmetic outreach.
Practical, concrete, and thorough practices, measures, and actions have been
and are being designed and implemented to tackle the phenomenon of child
online abuse at its very core. The content of this project is also intended to be
incorporated in future work, policies, and strategies within the field of child
online protection.

The primary objective of the project is to achieve a higher degree of child
online protection whilst seeking to eradicate online violence and bullying
therein. In this regard, the project seeks to fully implement the UN
International Telecommunication Union’s Guidelines on Child Online
Protection (2020) for children, parents and educators, policy makers as well as
the industry. The project also seeks to enhance collaboration and joint efforts
amongst the respective stakeholders on a national as well as cooperation with
relevant international partners.



Promoting Online Protection Project
(P.O.P - up project)

Indeed, the P.O.P - up project aims to preserve the international dimension
which inspired its very initiation whilst adopting a local lens in the
development of best practices. To this effect, the project explores and
assesses various practices which are already being implemented by other
countries and could therefore be potentially translated within the Maltese
context. Moreover, continuous consultations and discussions with
international partners and institutions ensure enriched content with
constructive criticism from an outsider perspective. The international
dimension shall be maintained in the post-implementation stage of the
project.

The P.O.P - up project intends to reach every household in every locality in
Malta and Gozo. Child online protection is not up to children. Child online
protection is not up to parents, guardians and educators. It is neither up to the
industry or policy makers. However, it is up to the concerted effort of each and
every one of us. It is indeed the joint responsibility of each and every
individual in our society.



Having our children free from online abuse, harassment, and assault, ensures
that tomorrow's generation, and the ones after, benefit from a safe internet
environment, which is crucial for the wellbeing of our children and society at
large. In this regard, it is worth noting that a strong communication
component is embraced throughout all stages of the project. This ensures that
the practices developed within the project are effectively communicated to all
citizens within our society.

The P.O.P - up project aims to ensure that children and young people are
healthy users of technology whereby their safety and wellbeing online is
safeguarded. In this regard, it builds upon and enhances existing initiatives in
the field of online protection for children both on a national and international
level.

This project seeks to be future proof. To this effect, its format and respective
mechanisms are intended to address any emerging and new forms of digital
threats, bullying and violence that children may encounter on the digital
platform.

It is everyone’s responsibility to protect the safety and wellbeing of children
and young people in the digital environment whilst ensuring that they benefit
from the digital revolution. Thus, a joint effort by policy makers, parents,
guardians and educators as well as industry is fundamental. To this effect, the
P.O.P- up project is based on a multi-stakeholder mechanism whereby a
holistic approach is adopted throughout the implementation of the project
itself and beyond.




Overview & Methodology

Overview

This report evaluates primary data regarding online abuse experienced by
children across various age groups, genders, and settings. The findings reveal
significant concerns related to the prevalence and types of online abuse, as
well as the platforms and activities during which children are most vulnerable.
This document synthesizes data into actionable conclusions and
recommendations.

Methodology

The survey was conducted among 387 respondents, children attending
schools from Year 3 to Year 11. Such a sample has a margin of error of +/-
5.1%. The questionnaire was designed by the Malta Foundation for the
Wellbeing of Society and was submitted to the Ethics Committee within the
Directorate for Research, Lifelong Learning and Employability for approval.
Approval to conduct the survey was also obtained from the Permanent
Secretary of the Ministry for Education and the Secretariat for Catholic
Education within the Archdiocese of Malta.

The administration of the survey was entrusted to misco International Limited.
Heads of State Schools, Church Schools and Independent Schools were
contacted to give their approval to conduct the survey in their respective
schools. Schools were given the option of conducting the survey either online
or using pen and paper. The questionnaire was available in both Maltese and
English.

Parental or guardian consent was required prior to the students answering
the questionnaire. Parents and guardians were sent a letter from the Malta
Foundation for the Wellbeing of Society explaining the objective of the survey,
guaranteeing anonymity of respondents, and informing them that
participation was voluntary. They were also sent a consent form.

For the online version, a link was sent to the schools which was then
forwarded to the parents. For the paper version, questionnaires were given to
the schools taking part. These were then given to students whose parents and
guardians had consented for their child to take part.

Data was analysed by gender, age, and school year of respondents.
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Key Takeaways

The key findings of this statistical exercise highlight alarming trends in online
abuse among children across different age groups and platforms. 15% of
children attending school from Year 3 to Year 11 reported experiencing
online abuse. Among these, 83% encountered cyberbullying, while 54% faced
emotional abuse. Additionally, 26% experienced abuse of a sexual nature.

Experienced

Online Abuse 15%
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Emotional

Abuse

Experienced
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Across all respondents, 29% reported receiving inappropriate or rude
messages. Notably, 46% of those who received such messages stated that
they came from individuals they know. 40% of such persons spend four or
more hours on the internet daily, compared to 28% for the whole sample.
They are also less likely to be supervised by others when they are on the
internet.

91% of those who are aware of online abuse stated that it happens through
social media. 78% stated that it happens through online games and 59%
stated that it happens through websites.

Among children aged 7 to 10 years, 42.9% reported
receiving inappropriate images, while 50.9% confirmed
experiences of online abuse.

The most prevalent abuse types in this group include cyberbullying, grooming,
sexting, and sexual exploitation, affecting 48.9% of children. These findings
emphasize the need for early intervention to mitigate risks at a young age.
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For children aged 11 to 13 years, 43.4% received
unwanted messages, 43.8% encountered inappropriate
messages, and 39.2% were asked to share persondl
images or information.

Emotional and discriminatory abuse were notably high in this group, at 48.4%

and 50%, respectively, demonstrating significant exposure to both sexual and
emotional abuse.



Use of Digital Technology

Just over two-thirds of respondents (70%) use online games. Males and
children in years 3 - 6 are more likely to use online games. WhatsApp is used
by 50% of respondents while 42% of respondents use email. These
applications are then followed by social media applications.
caE——

Among such social media, 40% use TikTok,
30% use Facebook, 29% use Instagram, and
28% use Snapchat. Older children are more

likely to use communication technology and
social media applications.

When online, younger children are more likely to play online games while
older children are more likely to chat with friends and do school related work.
72% of respondents stated that they play online games, 71% stated that they
chat with friends and 65% do school related work.

Other activities were mentioned. Those which achieved a sizeable amount of
mentions were looking up information about hobbies and non-school related
work (55%), browsing the internet (49%), and staying on social media (35%).
9% of respondents chat with persons they have never met.

51% stated that they spend one to three hours online. 20% stated that they
spend less than one hour a day online, while 28% stated that they spend more
than three hours online. Males tend to spend more time online than females.

18% of children aged 7 - 10 years spend more than
three hours online, 37% of respondents aged 11 -
13 years spend more than three hours online, and
48% of children aged 14 - 16 years spend such an
amount of time online.
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Use of Digital Technology

57% of respondents are more comfortable doing online
activities alone than with others being present. This is more
so among older children.

Among those who do have someone present next to them
while they are online, 61% stated that it is their parents

who are next to them, 42% stated that it is their friends and
29% stated that it is one of their siblings.

57% stated that those who accompany them in their online activities do so to
help them with their work and 54% said that they do so to keep them
company. 38% stated that they do so to supervise them.

Awareness About Online Abuse

When asked if they have heard of online abuse, 76% of respondents replied in
the affirmative. There is a slightly higher awareness among males when
compared to females. Analysing results by age groups, 59% of children
aged 7 - 10 years, 91% of children aged 11 - 13 years, and 94% of children
aged 14 years and above are aware of online abuse.

Respondents were given four descriptions of what online abuse could mean and
they were asked to choose any one or more of those descriptions to explain
what, in their opinion, child abuse meant. The following were their replies.

Any abuse that happens online 77%
Online bullying by known and/or unknown people  85%

Communication with unknown people via
a device such as laptop or tablet 55%

Inappropriate messages 74%

91% of those who are aware of online abuse stated that it happens through
social media. 78% stated that it happens through online games and 59%
stated that it happens through websites.
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Personal Experiences

Nearly one in three respondents (32%) have
received unwanted or unasked for messages.

61% stated that they have not and 7% did not provide a reply. Older children
are more likely to have received unwanted or unasked for messages.

29% of respondents stated that they have received rude or inappropriate
messages. 65% stated that they have not and 7% did not provide a reply.
Respondents who did not provide a reply are aged 7 - 10 years. Older children
are more likely to have received rude or inappropriate messages.

18% of respondents have received messages from people they do not know,
who repeatedly asked them to get in touch with them. 74% did not and 8% did
not reply.

13% of respondents said that they have received messages from persons
asking them to send them inappropriate/rude images or very personal
information. 79% stated that they have not and 8% did not provide a reply.
Trends that emerged in the previous questions emerged in this case as well.

25% claimed that they have received other messages that they did not like,
68% stated that they have not and 7% did not reply.

Of those who have received rude or inappropriate
messages,

stated that these
messages came
from persons
they know

stated that they
came from
persons they
did not know
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Personal Experiences
15% of all respondents stated that they have experienced online abuse.

12% stated that they are not sure, 3% stated that they would rather not say,
and 68% stated that they did not. 2% did not give a reply.

Gender-based analysis reveals that O
females receive a higher volume of
unwanted messages (63.1%) and
exhibit high uncertainty regarding
whether they have experienced

abuse (77.1%).

O Males, on the other hand, report
higher rates of sexual abuse and

exploitation, with 66.7% engaging
in sexting and 87.5% experiencing
sexual abuse.

Children attending Years 3 - 6 have experienced online abuse more than
children attending Years 7 - 11. The class years which appear to be most
exposed to online abuse are Years 5 and 6.

Among children aged 7 to 10 years, 42.9% reported receiving inappropriate
images, while 50.9% confirmed experiences of online abuse. The most
prevalent abuse types in this group include cyberbullying, grooming, sexting,
and sexual exploitation, affecting 48.9% of children.
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Personal Experiences

For children aged 11 to 13 years, 43.4% received unwanted messages, 43.8%
encountered inappropriate messages, and 39.2% were asked to share
personal images or information. Emotional and discriminatory abuse were
notably high in this group, at 48.4% and 50%, respectively, demonstrating
significant exposure to both sexual and emotional abuse.

83% of those who have experienced online abuse said that they have
experienced cyberbullying and 54% stated that they experienced emotional
abuse. There were a number of children who have experienced online abuse
of a sexual nature. 26% stated that they have experienced sexting, 21% stated
that they have experienced grooming, 18% said that they have experienced
sexual exploitation, and 14% stated that they experienced sexual abuse.

Respondents were asked to write down any other messages which they have
received and which they did not like. The following are some of the verbatim
answers given:

n

e “Qisek bagra u inti hadd ma jhobbok. Langas ommok u missierek
You're like a cow and nobody loves you. Not even your mum or dad.

e Asking to see my face and where | live

e Bad images and rude messages

e Inappropriate stuff, sex stuff

e Pictures showing other people’s privates and asking for mine

e People | don't know asking for private information

e People telling me to send inappropriate pictures or there will be
consequences

e Private photos

e People wanting sugar babies

e Kill yourself messages
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Personal Experiences

Overall, 30% of the messages mentioned were hate mail, 14% were rude
messages and 12% were messages of a sexual nature.

Respondents who have experienced online abuse were then asked how it
made them feel. 60% stated that they felt unhappy and 49% stated that they
felt angry. 23% stated that they were not bothered by it. 65% of respondents
who have experienced online abuse have sought help. Females are more likely
to have sought help than males.

Specific analysis was made of respondents who have received unwanted or
inappropriate messages or images, received messages to get in touch, and/or
experienced online abuse.

Such persons are more likely to play games online, to use WhatsApp, and to
use social media platforms. They chat with friends online more often but do
not necessarily do school related work.

They spend significantly more time on the internet. 40% of such persons
spend four or more hours on the internet daily, compared to 28% for the
whole sample. They are also less likely to be supervised by others when they
are on the internet.

This segment of respondents are aware of online abuse to a greater extent
than the average young person. On average 75% have heard online abuse
while among such respondents, 82% have heard of online abuse. Conversely
18% of those who have received unwanted or inappropriate messages or
images, received messages to get in touch, and/or experienced online abuse,
stated that they have not heard of online abuse.

Amongst this same group 85% that it could happen through online games and
92% stated that it could happen on social media. This is an important
consideration as on average 78% of persons aged 7 - 16 years believe that
online abuse happens through online games. Moreover, it needs to be noted
that on average 70% use online games and 74% of the segment which we are
focusing on use online games.
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Personal Experiences

As already stated, 15% of persons aged 7 - 16 years have experienced online
abuse, while 36% of those who have received unwanted or inappropriate
messages or images, received messages to get in touch, and/or experienced
online abuse, stated that they have experienced online abuse. As such there is
not a clear awareness that receiving inappropriate images or messages
represents abuse.

Another interesting indicator is that 45% of those who received
inappropriate/rude messages from persons they know stated that they
experienced online abuse. Among this same group 91% stated that they
received emotional abuse, compared to 54% of all those who stated that they
have experienced emotional abuse.

48% of those who have received unwanted or inappropriate messages or
images, received messages to get in touch, and/or experienced online abuse,
stated that they know of someone else who has experienced online abuse.
This compares with 24% of the whole sample. 77% of those who have
experienced online abuse know of someone else who has experienced online
abuse.

Regarding platforms and activities, online games present the highest
prevalence of unwanted and inappropriate messages, at 75.4% and 70.5%,
respectively. Social platforms such as WhatsApp are frequently associated with
grooming and sexting (64.9%), while TikTok and Discord are prominent for
cyberbullying and discriminatory messages. Most cases occur during online
gaming, chatting, or unsupervised internet use, with abuse peaking when
children are online alone (61.4%).
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Personal Experiences

Time spent online also correlates with abuse prevalence. Children who spend
1 to 3 hours online daily report the highest levels of abuse, with 32.3%
experiencing emotional abuse and 20% facing sexual exploitation.

Findings on reporting and supervision suggest that children remain vulnerable
even when accompanied by parents or friends, rather than under strict
supervision.

A significant proportion (76.5%) of inappropriate
messages come from known individuals,
highlighting the need for greater awareness and
intervention.

76.5%

—e s w s - o=

At the end, respondents were asked if they know of anyone who has
experienced online abuse. 25% replied in the affirmative and 22% stated that
they are not sure. 49% stated that they do not know. 67% of those who know
of others who have experienced online abuse, said that they experienced
cyberbullying and 39% mentioned emotional abuse.
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Conclusions and Recommendations

The conclusions and recommendations
emphasize several key areas for action. First,
early intervention is crucial, as abuse often
begins as early as 7 years old, particularly of a
sexual nature. Awareness campaigns should
be tailored to younger audiences using a
“Catch Them Young” approach. Gender-
specific strategies must also be developed,
addressing the uncertainty around abuse
among females and the higher rates of sexual
exploitation among males.

Platform-specific policies should focus on
stricter ~ moderation and  reporting
mechanisms, particularly for online
games, WhatsApp, and TikTok. Parents
need targeted education on effective
supervision and recognizing early warning
signs of abuse. Awareness programs
should clearly define abuse for children,
' reduce stigma around reporting, and offer
age-appropriate workshops to empower
them to take action.

©

Further research is necessary to
understand why males frequently fail
to report abuse and to identify barriers
to communication. Additionally, deeper
exploration of the relationship between
time spent online and specific types of
abuse is needed.
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The next steps that would need to be considered include:

e Developing tailored educational materials and digital literacy programs

e Partnering with technology platforms to introduce child safety tools

e Initiating longitudinal studies to monitor the impact of interventions
This comprehensive analysis underscores the urgent need for targeted actions
to safeguard children in digital spaces. The findings reveal a concerning

prevalence of online abuse, highlighting the necessity of early intervention,

awareness programs, and stronger safety measures to protect children from
digital threats.
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